Abstract
Introduction
With the rapid development of information networks and the growing popularity of service-oriented architecture, cloud service emerges as a new data management model. In the traditional data management mode, users buy their own hardware and software and manage their data themselves. While in cloud computing service mode, users host their own data to a credible third party-cloud service provider. The emergence of cloud service brings an essential change to information service . However the incredibility of the cloud service provider makes that user has misgivings before hosting data. There is an increasing awareness for the need for the guarantee of the trust data's safety management for cloud services model accepted by users. Yet cloud computing is associated with a range of obvious privacy and consumer risks, such as:
 How data provided to cloud service providers will be used by that cloud service providers;  How such data will be disclosed by cloud service providers, and subsequently used by third parties;  The security of the data access;  The security of the data storage;  The risk of long-term development of cloud computing services;  Sabotaging privacy laws by the use of cloud computing services. Cloud computing is associated with a range of severe and complex privacy issues. The main issues of cloud security are all related to data security which is the basic issue of cloud security. We need a measure to prevent our data from being obtained or damaged by some people who harbor vicious intentions. Therefore, it is necessary to encrypt data and make that the data obtained illegally can not be deciphered. Currently, there are several researches in this area such as: IBM researcher Craig Gentary proposed a fully homomorphic encryption scheme based on the "ideal format" [1] , which allows one to evaluate circuits over encrypted data without being able to decrypt. While Google did not use data encryption technology [2] , they ensure data privacy through data partitioning and virtualization. At the same time, they ensure that the user's data will not be revealed and customers can provide their data to the cloud service providers without apprehension by adopting third-party certification methods such as SAS70 standard, or complying standards such as HIPPA and FISMA.
In this paper, we adopt a distributed data management mode [3] . In this mode, users firstly decompose data and then host the data to different service providers and ensure the confidentiality and credibility of the original data by making use of the isolation and the cross-validation of different service providers.
(n+1,t+1) Threshold
Definition 1 [4] Let secret s be divided into n parts, and each part is called a sub-key or shadow and held by a participant, so that:
1) The parts of information held by k or more than k participants can reconstruct s.
2) The parts of information held by less than k participants can not reconstruct s. This program is called (t, n) secret sharing threshold scheme, in which t is called the program's threshold.
Taking into account of the particularity of the participants and the difference of the weight of the participants, we must modify the (t, n) threshold scheme to meet special needs if the participants' authority is different.
Definition 2 [5] Let A, B be the set of two participants, A ∩ B = Φ (empty set), | A | = m, | B | = n, t is a positive integer less than m, namely the threshold. K is the Shared key. If each of the m participants in A shares a secret number k i (i= 1,2, ..., m), and each of the n participants in B shares a secret number k j (j= 1,2, ..., n), any t persons in A (or more than t) and a person in B together can recover the shared key K. But only any persons in A or less then t persons in A together with persons in B can not calculate the shared key K. This kind of secret sharing scheme is called (m + n, t +1) secret sharing threshold scheme.
We apply this issue to the cloud computing, proposing a new secret partition threshold scheme as follows:
Definition 3 Let P 1 , P 2, ..., P n be n cloud service providers, P be the set, A 1 be the data owner and t is a positive integer less than n, namely the threshold. K is the Shared key. If the cloud service provider P i shares a secret number k i (i= 1, 2, ..., n)and the data owner A 1 shares a secret number k 1 ', any t persons in P(or more than t) together with A 1 can recover the shared key K. But only any persons in P or less than t persons in P and A 1 together can not calculate the shared key K. This kind of secret sharing scheme is called (n +1, t +1) secret sharing threshold scheme. [6] The basic parameters of the (n +1, t +1) secret sharing threshold scheme involve:
(n+1,t+1) Secret Sharing Threshold Scheme

Basic Parameters
The shared key k is expressed as a matrix G of (n + 1) × n order, 
Each line of the key matrix G represents a vector, such as α 1 = (a 11 , a 12 ,...,a 1n ),α 2 = (a 21 , a 22 , ..., a 2n ) ,..., α n = (a n1 , a n2 , ..., a nn ), α 1 ′=(a 11 ′, a 12 ′,…,a 1n ′) ,namely
of α 1 ,α 2 ,..., α n are linearly independent and any (t +1) vectors of α 1 ,α 2 ,..., α n are linearly correlate.
The rank of Matrix G is t +1.
.The server assigns vectors α 1 , α ,…, α n to n cloud service providers and α 1 ′ to the data owner as sub-keys. The rank of matrix G is t +1. By theorem knowledge, the number of linearly independent vectors of vectors α 1 , α 2 , ... , α n are t. Let α 1 ′′，α 2 ′′，…，α t ′′ be t linearly independent vectors ,then α 1, α 2, ..., α n can be linearly expressed by α 1 ′′，α 2 ′′，…，α t ′′, namely
Hence, the key matrix can be expressed as 
So vector   
Hence, any t cloud service providers together with the data owner can recover the key matrix G. The server preserves E i1 , E i2 , ... , E is for future key recovery. This is a special kind of (n +1, t +1) secret sharing threshold scheme which requires that any t vectors of vectors α 1 , α 2 , ..., α n of the key matrix G should be linearly independent and any (t +1) vectors be linearly correlate. The rank of matrix G is t +1.
Recovery of the Secret
In this subsection, we show how the key matrix G can be recovered. Suppose α 1 ′′, α 2 ′′,…, α t ′′ are sub-keys of t cloud service providers. In the previous subsection, we define vectors α 1 , α 2 ,…, α n and α 1 ′ as sub-keys of n cloud service providers and the data owner. Because any t vectors of vectors α 1, α 2 , ..., α n are linearly independent, any (t +1) vectors are linearly correlate and the rank of matrix G is t +1, vectors α 1 ′′,α 2 ′′,…, α t ′′, α 1 ' are linearly independent.
The server takes out the saved E i1 , E i2 ,…, E is and calculates E is 
Hence, any t cloud service providers and the data owner together can recover the key matrix, and the calculated key matrix is the original shared key k.
Analysis of the Security
In this section, we analyze the security of this model. As we know, the key matrix
,in which vectors α 1 , α 2 ,…, α n and α 1 ′ are sub-keys of n cloud service providers and the data owner. Because any t vectors of vectors α 1 , α 2 , ..., α n are linearly independent, any (t +1) vectors are linearly correlate and the rank of matrix G is t +1,we can see that less than t vectors of the vectors α 1 , α 2 , ..., α n together with vector α 1 ' or only the vectors α 1, α 2, ..., α n can not linearly express all the vectors of the key matrix , namely the key matrix G can not be recovered. That is, less than t cloud service providers together with the data owner or only clouds service providers can not recover data. Only with the participation of the data owner and t (or more than t) cloud service providers can data be recovered. According to the above analysis, we base our study on the following assumptions.
(1) The numbers of cloud service providers to recover the data are less than t. For example, t-1 cloud service providers provide key α 1 ′′, α 2 ′′,…, α t-1 ′′ and the data owner provide key α 1 '. Because the number of linearly independent vectors of the vectors α 1 ′′, α 2 ′′,…, α t-1 ′′, α 1 ′ can not be more than t, while the rank of the key matrix is t +1, the vectors α 1 ′′, α 2 ′′, …, α t-1 ′′, α 1 ′ can not linearly represent all the vectors of the key matrix, namely the key matrix can not be recovered. If the numbers of cloud service providers are less than t-1, the key matrix also can not be reconstructed.
(2) Consider the situation without the data owner. For example, n cloud service providers provide key α 1 , α 2 , …, α n . Because the number of linearly independent vectors of the vectors α 1 , α 2 , ..., α n is t, while the rank of the key matrix is t +1, the vectors α 1 , α 2 , ..., α n can not linearly represent all the vectors of the key matrix, namely the key matrix can not be recovered.
(3) Consider the situation with the data owner and t (or more than t) cloud service providers in the data recovery. For example, t cloud service providers provide key α 1 '' , α 2 '' , ..., α t '' and the data owner provide the key α 1 '. Because any t vectors of vectors α 1 , α 2 , ..., α n is linearly independent, the vectors , , , ,
can be recovered after a series of primary transformation. Hence, any t cloud service providers and the data owner together can reconstruct the key matrix and the calculated key matrix is the original shared key k. This scheme ensure that the data is under the legal control of the user and any people including cloud service providers are unable to recover the data without the permission of the data owner, which greatly enhance the security of the user's data. In the situation where data owner exist in the data recovery, the data can be recovered as long as the participants of cloud service providers are more than t-1. So if less than n-t cloud service providers have been attacked or other circumstances cause data loss, the data can also be recovered. In addition, after the data owner and cloud service providers provide a complete key, we adopt a role-based authorization mechanism to give the authorization to the corresponding role to operate data if the key is successfully certified. Then this role will give some data operation limitation to common data visitors and the cloud service providers.
Conclusion
In this paper, we propose a special secret sharing scheme based on (n +1, t +1) threshold. This scheme assigns each row of the matrix to participant as a sub-key and makes use of the linear correlation and linear independence of the vectors to evaluate the rank of the key matrix. According to the above analysis, we can see that only the data owner together with t(or more than t) cloud service providers can recover the key matrix. This scheme greatly enhanced the security of user's data. Nobody including the cloud service providers can recover the data without the permission of the data owner. Of course, we can further study authority research on the basis of this paper. After the cloud service providers and the data owner provide the complete key, we adopt a role-based authorization mechanism [7] [8] [9] [10] , an authorization mechanism that limits the data operation of the common data visitors and the cloud service providers and so on. Data visit comes in seven steps.
1) The data visitor creates a request of connection.
2) The cloud service providers and the data owner provide their own keys according to the request of data visitor. 3) We can recover the key matrix G according to the (n +1, t +1) threshold ideology. 4) After successfully recovering the key matrix G, we set the role and map the user. If fails to recover the key matrix G, return directly to the end. 5) Check the membership of the role and give authority of the data operation according to the corresponding role. 6) After the users get authority of data visit, they can do operation of corresponding data. 7) Return after the operation of data. A natural and interesting research direction is to use the results of this paper as foundations to protect the users' privacy in cloud computing. Moreover, mapping the user according to the role will be our next focus of study.
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